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Wireless? Huh?
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Wireless netwarking has arrived in libraries and is here to stay! Here is the practical guide, written i, P
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specifically for librarians, to assist you in your implementation or expansion. In these pages you ﬁjmfﬂ-’b _
will find essential background information and get the facts about why and how libraries should go J'Vf'mﬂrﬂﬂﬂ
wireless, including standards, transfer rates, equipment options and costs, planning and .

irmplernentation, technical and project management concerns, and site surveys. Cormmaon library
issues such as compatibility with existing networks, marketing to your patrons, creating good
policy, security options and troubleshoating are addressed. Throughout the book the authors share
advice from real world librarians detailing their experiences with wireless. For your convenience, a
wide variety of planning tools are included-checklists, cost tables, a glossary of terms and
resources far futher research.
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My assumptions about you
S

Your library has wireless Internet access, or
soon will.

You have at least a rough idea of how your
wireless network Is set up.

You may already be dealing with questions
from patrons about how to use wireless.

You may already be sick of (questions about)
wireless!



Your Fast and Furious Wireless Tour!

o]
What We Will Be Covering

- What your staff need to know about wireless
- What your patrons need to be told

— Quick troubleshooting tips

- Some ideas about communicating the above

Feel free to ask questions!



What Staff Need To Know
«__ 0

Basics of Wireless
- Access Points (APs)
- Wireless Network Cards (NICs) in laptops, etc.

Show them what you're talking about:




ldea: Use Visuals

How wireless works (visual)

Access — Antenna

Network  Point (AP)
data [ N,

Data .
—> | Transmitter

>

AVAVA

(encryption)
e.g. NIC card
in laptop
(decryption)
] Data
Receiver |—>

Adapted with permission from: Wireless Networking: A How-To-Do-It Manual for Librarians by Louise Alcorn
and Maryellen Mott Allen. New York: Neal-Schuman Publishers, 2006.



What Staff Need To Know
«__ 0

Basics of Wireless
— Access Points (APs)
- Wireless Network Cards (NICs) in laptops, etc.

— Transmission and Interference Issues
“Two Tin Cans and a String...Without the String”

— Only the very basics are needed
- Show them how it works!



ldea: Show Staff How It Works

Wireless LAN Extension _ \ W Wireless Router or
of Wired Ethernet e 4 — SWlt‘Ch

T

Adapted with permission from: Wireless Networking: A How-To-Do-It Manual for Librarians by Louise Alcorn and
Maryellen Mott Allen. New York: Neal-Schuman Publishers, 2006.



What Staff Need To Know
«__ 0

Be sure you show them the following basics:
Finding the Wi-Fi symbol in the system tray

Wireless card on or off? Fn-F2 key or similar.

Finding the library’s Wi-Fi signal (SSID) in wireless
networks list — Connect/Disconnect button

Settings for different operating systems —
Windows vs. Mac (if you can)



Basics: Finding the Wi-FI Symbol
-

Be sure you show them the following basics:
Finding the Wi-Fi symbol in the system tray

Wireless Metwork Connection (WDM_public)
Speed: 54.0 Mbps
Signal Strength: Excellent

Ao = m
| Status: Conneciae.




Basics: Wireless Card Not On
«__ 0

Do you see the wireless icon in system tray?

If not, look for the wireless symbol on their keyboard
— it may be Function (Fn) — F2 key or a similar

combination to turn iton. SN ((«))

Once on, wireless icon should show in system tray.

Wireless Metwork Connection {(WDM_public)
Speed: 54.0 Mbps
Signal Strength: Excellent

o ~ 2 o]
) Status: Connecias.




Basics: Finding SSID in list
-

Finding the library’s
Wi-Fi signal (SSID)

;" Wireless Network Connection rzl

Choose a wireless netw%‘k

in wireless networks |«

ﬁ Refresh netwark list Click an item in the list below to connect to a wireless network in range or to get more
information,

| (e WDM _public Connected ww

list —
Connect/Disconnect [,
butto N | Related Tasks

j‘) Learn about wireless
networking

.,f; Set up a wireless network
fior & home or small office

Unsecured wireless network
This network is configured for open access. Information sent over this network

may be visible to others. You are currently connected to this network. To
disconnect from this network, dick Disconnect below,

i:? Change the order of
preferred networks

'@a Change advanced
settings

Wireless Nebtwork Connection (WDM_public)

Speed: 54.0 Mbops
Signal Strength: Excellent
Status: Connected

Disconnect




West Texas AZM University Ousck Links:

m UWW.wI!mll..ﬂll”ihl'ﬂI'vft|IEU|!!|0I|?W|llll$lﬂg.$hm| @ornette I iibrary

Comette Library » Library & Services » About the Libeary » Circulation
Wireless Access: Troubleshooting Guide

Remember! You do not have to reinvent the wheel. Adupted fom Wastchester Liby Syslern's Wirsliys EAQ

Search other library web sites for inspiration.
Wireless Card Settings

s the softwar anl:

s wiraless device 1o

Al carme walt 55 card, lap

the settings and 1o

werfy & connection o the Linnersby's warelass natwark
Windows 92 Yes, there are laptops out there still running Windows 98,
Metwark Settings: Wour instructions should allow for a wide range of setups.

From Control Panel, sebect Network:

Locate the TCPAP protocol and getinta its Properties. If more than one TCPAP protocol is Bsted, look for the one
associated with your wireless card

=)

3 ForlP Addréss, select "Obtain an [P address automatically "
4. For DNS, select "Disabls DNS "
5. ForWiNS, sslect "Use DHP for WINS Resolution "

Windows 2000 & XP
Hetwork Settings:

1. From Caontral Panal, sedect "Motwark and Diglup Connachons” of "MNetwork and Intémat Connactions > Intamet
oS-

click on "Wireless Network Connection” or Local Area Connection” and click Properties

L]
- ghtcl
Locate the Internet TCPAP protocol and get inte its Properties. f more than one TCPAP protocol is listed, look for the
one associated with your wireless card
" 4. Select "Obtain an IP address automatically” and "Obtain DNS server address automatically.”

For¥P.n ckon "Wireless Metwork Connection” a

W b

-C d select "View Available Wireless Metworks " Select the
name of the wirekess network (PUBLIC-ACCESS-LIBRARY) and click "Connect.”

L]
Yy — Few of the tip sheets we found included info on how to configure
Internet Explorer Tips: the browser, as well as the NIC. This is a good addition.
Please noté that depending an your vérs of software_there may be vanations inthe procedures
1. From Control Panel, sedect intemet C 15 = Coni s tab

If you heve & diaky hevengs dial g defaull connaection ™
LAN Satmings should be set 1o "Auomatically detact sellings

3
f O r 4. Leave the Proey server Sellings /
Macintosh Don't forget your Mac users! Also useful:

5 infa on configuring PDA's, even if you only
Hetwork Settings (03 & & 9): pravide links to their help web sites.

L]
1. Select Apple Menu > Control Panel > TCRAFP
2. Connectvia “Airport”
3. Configure "Using DHCP Server"
4. Leave Mame Server and Additional Search Domains blank.

oper atin g e

PP 12
4. Leave Domai

systems

For more infomnation on th rangesg

o

df not be sel

arnection, it s

wyou may nead 1o Configure via “Al
arme Servers and Search Domains blank

wireless coverage in the Comette Library please soe the following maps:

These are both extremely useful pieces of infermation
S a0r that many libraries forget to offer to their patrons.

Electrical Qutlets

hat there aré a imited nurber of @lactncal outlets for use Yiou may want 1o insuns that your battéries are fully
nyour work. Also, for safaty rease ards out of pulblic walkweys

L charged bafore you 4
W I n O W S For the locations of available powsr outlats please ses the following maps:
Including both coverage areas and electrical cutlsts in map form is an excellent idea.
0 \\,___,’ Patrons appreciate visual p af X

Mote: The Comette Library Is not responsible for any changes you make to your laptop or wireless device's settings

and cannot guarantee your hardware will work with the University's wireless network.
~— 3 Areasonable disclaimer.
[ ]

Please be aware

ANl contents copyvight © 1996-2005, WTABLL All rights resened.




West Texas AZM University [ Qick Links: -l

% www.wtamu.edullibraryicirculationiwireless-tsg.shtml ():ornette I :ibfal'y
| Books&More | Amticles&More | Course Resources | _ Subject Resources | Library & Services | Help

Cornette Library » Library & Services » About the Library » Circulation

Wireless Access: Troubleshooting Guide

’ ;
Remember! You ,dD not have.tn relnv_ent t:he_WhEEI' Adapted from VWestchester Library Systemn's Wireless FAQ.
Search other library web sites for inspiration. >

Wireless Card Settings

lUse the software that came with your wireless card, laptop, or other wireless device to configure the settings and to
verify a connection ta the University's wireless network,

Windows 93 \___) Yes, there are laptops out there still running Windows 98.
Network Settings: Your instructions should allow for a wide range of setups.

1. From Control Panel, select Metwiorl:.

2. Locate the TCP/AF protocol and get into its Properties. If more than one TCRARP protocol is listed, look for the one
associated with your wireless card.

3. ForlP Address, select "Obtain an P address automatically "
4. For DNS, select "Disable DMNS "
5. ForWiNS, select "Use DHP for WINS Resolution.”

Windows 2000 & XP
MNetwork Settings:

1. From Control Panel, select "MNetwork and Dial-up Connections” or "Metwork and Internet Connections = Internet
Connections "

2. Right-click on "Wireless Metwork Connection” or Local Area Connection” and click Properties.

3. Locate the Internet TCRAP protocol and get into its Properties. f more than one TCPAP protocol is listed, look for the
one associated with your wireless card.

4. Select"Obtain an IF address automatically" and "Obtain DMNS server address automatically

5. For %P, right-click on "Wireless MNetworle Connection” and select "View Available VWireless Networks " Select the
name of the wireless network (PUBLIC-ACCESS-LIBERARY) and click "Connect "

_——> Few ofthe tip sheets we found included info on how to configure
the browser, as well as the NIC. This is a good addition.

Flease note that depending on your version of software, there may be wvariations in the procedures.
From Control Panel, select Internet Options = Connections tab.

If you have a dial-up connection, it should not be set to "Always dial my default connection.”

LAN Settings should be set to "Automatically detect settings "

Leave the Prowxy server settings blank.

Internet Explorer Tips:

Boweohy =




&

Macintosh Don't forget your Mac users! Also useful:
] 3 info on configuring PDA’s, even if you only
Network Settings (0S 8 & 9): provide links to their help web sites.
1. Select Apple Menu = Control Panel = TCF/P.
2. Connectvia "Airport”
3. Configure "Using DHCF Server "
4. Leave Name Server and Additional Search Domains blank.

Network Setting (0SX):

‘ 1. Select Apple Menu = System Freference = Metwork button.
2. Select TCP/P tab and Configure "lJsing DHCE "
3. Above the TCRAR tab you may need to Configure via "Alrport”
4. Leave Domain Name Servers and Search Domains blank.

Coverage

For more information on the rangengf wireless coverage in the Comette Library please see the following maps:

+ FEirst Floor These are both extremely useful pieces of information
+ Second Floor that many libraries forget to offer to their patrons.

Electrical Outlets

Flease be aware that there are a limited number of electrical outlets for use. You may want to insure that your batteries are fully
charged before you begin your worle. Also, for safety reasons, please keep power cords out of public wallawways.

For the locations of available power outlets please see the following maps:

* First Floor Including both coverage areas and electrical outlets in map form is an excellent idea.
* Second Floor\_a Patrons appreciate visual presentation of information.

MNote: The Cornette Library is not responsible for any changes you make to your laptop or wireless device's settings

and cannot guarantee your hardware will work with the University's wireless network. ) )
~—__ > Areasonable disclaimer.

All contents copyright @ 1996-20045, WTAMU. All rights reserved.



What Staff and Patrons Need To Know
«_ _ ]

Your Wireless Setup
- Where are your APs? (staff only)
- Where are the ‘hotspots’?
- Where can patrons plug in their laptops?
- Do they need a WEP key or other access code?

Consider Making a Map
- Hotspots where coverage is good
- Electrical Outlets! (we often forget this)



ldea: HotSpot and/or Electrical Map

Courtyard 1 ] oot
- m—— 1 [ . e sre
i 1 — I I - 1 [T M - 2

From www.madisonpubliclibrary.org/services/wireless.html




What Staff and Patrons Need To Know

o]
Your Wireless Setup (cont.)

- What type of transmission (802.11a/b/g) and thus
what type of NIC required (usually multiple)?

- SSID — your network ‘name’

- Why it isn’t “just like Panera or Starbucks”
(unless it is)

- Proxy settings? Authentication?
Any special instructions.



ldea: Handouts on Proxy Settings

Proxy Settings for Wired Ethernet Ports AND Wireless Use — Internet Explorer Proxy Settings for Wired Ethernet Perts AND Wireless Use — Mozilla Firefox for Macintosh
If you bring in your own laptop and plug directly into one of our network jacks OR use our wireless If you bring in your own laptop and plug directly into one of our network jacks OR use our wireless
network ($S10 = wdm_public) , vou will now need to manually enter new Proxy settings in IE. If network (SS1D = wdm_public), you will now need to manually enter new Proxy setings in your
wou use anather brawser, these settings can also be changed, though the steps may vary. browiser. Belaw are steps for changing these settings if you use Mogzilla Firefox for the Mac

In Internet Explorer, go to Teels—Optiens. Choose the Cenneetions tah. Toward the battom is Ininstaolicknn the ElrefoxmeniLand gl down:o:Pretansricas . nuwill geEapnnphwind e
a button that says LAN Settings. Click on that. ¥ou will see a box that should look like this whinsecheadar |noksssimilar o his

d b3

Automatic configuration

Autamstic configuration may overrids manusl settings. To ensure the
use of manual settings, disable automatic configuration. General

(72

I¥ yitomatically detect settings!

). (e st Bl S Choose the Advanced tab. You
willl then see four sub tabs — ane

says Network. Click onthat. You

- Proxy ssever % A ey = T will see a button that says
[~ Use a proxy server for your LAN (These settings wil not apply to Settings... Click on that, This will
dial-up or VPN connections). bring up another popup bhox

In the Settings popup box (which will look similar to the one below), you will want to change the
settings so they lock like the box BELOW. The new address iz 172.17.1.1 - port 8080

[

ouwill want to change the settings so they look like the box BELOW

Connection T3

Configure Proxies to Access the Internet

The news address is 172.17.1.1 - port B080. This is what it should look like: > Direct connection to the Intemet
() Auto-detect proxy settings for this netlny
Local Area Network (LAN) Settings | )| Hianiial praxy canfe i \

it e oo Ripkrabor MNote: Ywhen you are HTTP Proxy: Port: 8| Wou may have either of the first two
Automatic configuration may override manual settings. To ensure the done browsing using —————  [¥] Us= this prexy server for al protacals racial b“iﬂﬁs Dhﬁﬂkgd -~ Vﬂhu will
use of manual settings, disable automatic configuration. our wireless T 1 T V\'ﬁm ta ID o0se the r_UttDﬁ that SaVSd

: "Manual proxy configurations” an

I~ Automatically detect settings; connection, you can proxy d

simply uncheck the L o enter the settings listed at left.

"USE A proxy server”

< e = I ‘ I Mote: When you are done browsing

using our wireless connection, you

I™ Use automatic configuration seript

dd

[~ Proxy server ..Eheck Hly i can simply choose the radial button
v automatically detect lo Proxy for: | localhost, 127.0.0.1 ] that weas marked previously to return
[ Use aprogy server for your LAN (These settings will not apply to hox (as in the first x ; i = - your browser to its previous settings
dial-up or VPN connections). image ahove) to returmn Example: .mozils.org, wnet.nz, 192,168.1.0/24

Address: [172.17.1.1 Port: | s080 Advanced. .. wour browser to its 2 St e ey oo B et
previous settings.
I7 Bypass proxy server for local addresses

[

ot ] [ cancel ] [ Heb

Click OK, then close any popup boxes until you're back to the browser window. Once there, try
hitting Home or Refresh and see if you get to wour home page. If you don't, try another web

Click OK, and you should be et to go. Please nate that these settings may not work if you are page or retry the instructions above. Flease note that these settings may nat wark if you are
using a Virtual Private Netwark (VP M) through your employer or university. Talk to your employer using a Virtual Private Network (vPN) through your employer or university. Talk to your employer

or university's tech support about an alternate web-based option

Courtesy, West Des Moines (IA) Public Library

or university's tech support.



What Staff Can/Cannot Do
«__ 0

Turn AP’s off/on to reset service?

Touch patron laptops to help with
troubleshooting?

Make suggestions:
better ‘hotspots’ in building

“Is your wireless card turned on?”
basic troubleshooting ideas (handouts!)

ldea: FAQ for staff before launch




What Staff Need To Know
«__ 0

Problems That Patrons Might Encounter

- No idea how to access wireless with their new
laptop (newbies)

- No signal
- Low signal, low connectivity

- Signal fine, web pages not coming up

Are they set up to accept DHCP? Loss of
sighal/connectivity during session

Do you need to release/refresh their IP?



Situation: Limited or No Connectivity

Possible Explanations:
1) they are in a ‘cold spot’ — move
2) they have a bad wireless card (rare)
3) they haven’t put in your proxy settings or
WEP key (if you require them)




Situation: Limited or No Connectivity

4) “Cannot find server — DNS error” - They
have a ‘stuck’ IP address that needs
releasing.



What Patrons Need To Be Told

«
Checklist:

0 Where the access is available (description or
map of coverage areas)

a When is It avallable (after hours in parking
lot?)

0 How to get encryption key or how to
authenticate (if applicable)




What Patrons Need To Be Told

o]
Checklist (cont.):

0 What support is available, and during what
hours.

a Some helpful links to troubleshooting sites
from Microsoft, Apple, Palm, etc.

Q A simple set of troubleshooting tips, for
common problems.




What Patrons Need To Be Told
«__ 0

Ways to tell patrons what they need to know:
a Website
0 Handouts
Q Table Tents
QO Bookmarks
a Captive Portal website with access info
Q Staff interaction



Home SITE INDEX Peninsula Library System City of Menlo Park

* Menlo Park Library

Come to the Library Use the Library from Home

MPL Wireless Network FAQs http:iiwww.menloparklibrary.orghwireless.html

@: What do | need to access the MPL wireless network ?

Az vou need a laptop computer and & 'Wireless Netwoaork PC Card. After you purchase the card, follovy the manufacturer's instructions to
inztall it on your computer, This should involyve instaling the network card driver, and also 5 client wtilty program, This progesm swill sllos
wou to configure the settings for your network connection, monitor signal strength, and perform other useful tasks.

Q: What kind of wireless card do | need?

Az o need an 1 Mbps 802 11 b (or Sd4hbps 802 .11g) Wireless Netvwork Card for your laptop. Based on online user opinions, Cisco
Ajronet and MNetgesr brands should alzo weork well, but Linksys, SMC, D-Link or US Robatics brands may be problemsatic, especially for
Windowes P users. For &pple notebooks, their Airport card is recommended. Most cards are available for sbout $70 &t local computer
stares, or aone of many online computer stores. Most laptops with Windows XP or newwer come with buit-in wireless cards. If yours
does, make sure the card is turned on Cyour laptop may have an external switch or button for this).

Q: What are the minimum requirements for my laptop (PC and Apple)?

Az o should be limited only by the wireless netyeork card you by, The drivers and softvare to operats the card must be compstible
weith your system. See the card's packaging and documentation for compatibility and minimum requirements. The slower your computer,
the sloveer your Internet response time will be,

eap|

@: What settings do luse?

A:  SSID or Hetwork Hame: Menlo Park Library
WEP: disabled
IP or Hetwork Settings: DHCP enabled or obtain an P address automstically
DHS: obtzin DNS address automatically
Gateway: no default gatevveay set —your card should detect it automatically.
Close settings and restart computer if necessary

Q: If there are too many users, will | be blocked from using the wireless network?
Az & pool of resources has been set aside large enough to accommodate uzers at the library. You will not be "blocked" from accessing
the netvwork because of too many users,

@: What speed is the Internet connection at MPL ?
Az MPL has a T1 line. Hovwewer as with any Internet connection, your speed may fluctuste grestly due to heawy traffic on the Internet at
different times of day.

@: From where can | access the MPL wireless network ?
A: The netvwoark is accessible from anyplace in the library , including the outside patio and the downstairs conference room.

OVv4 a|dwes

@: Can | download large files?
A: The handwidth available for the wireless Internet connection is shared with all athers inthe library. To show consgiderstion for others'
needs, we ask that you not downlosd excessively large files, use peerto-peer file sharing programs, or access streaming audiofvidea,

@: Where did the money come from for the wireless network ?

Az MPL wireless netwoark equipment and setup costs wwere kindly funded by the Friends of the Menla Park Library . The Friends iz an
organization of volurteers dedicated to enhancing the library, ts rezources and services. Sctivities include sponsorship of everts and
efforts to promote lteracy, as well az raising funds through the sale of donated books. To wolurteer, ar for more information, call 330-
2524,

Copyright ©2002 :: City of Menlo Park :: All Rights Reserved Contact Us




Additional Ideas for your FAQ: What
You Offer and What You Don’t

“The library does/does not provide the abillity to
access streaming audio or video, telnet or FTP.”

“Web-based email only, no SMTP server
connected.”

“No printing Is available from the wireless network.
You can save your documents to floppy or USB drive
and print them from our wired stations.”

“Staff will provide no/little/some technical support,
Including/not including dealing with patrons’ personal
computer equipment.”



Libraries with good troubleshooting or
wireless FAQ’s on their websites

« ]
West Texas A&M —

http://www.wtamu.edu/library/circulation/wireless.shtml

West Deptford (NJ) Free Public Library -

http://www.westdeptford.lib.nj.us/wireless policy.htm

(I like their use of a Q&A format, and their list of other area
‘hotspots’ like cafes).

Chicago Public Library -

http://www.chipublib.org/003cpl/computer/wifi/wififags.html
(very comprehensive and understandable).



Thinking Outside the Wires
-

Marketing
and
Policy



Marketing Your Wireless Service
-

e Tell your staff first.
e Tell your larger organization.

e Tell your patrons.
-~ Website
-~ Tent cards
-~ Handouts

e Make a map!
e Tell your colleagues in the greater library world.
e Tell the press.



Wireless Policy Issues

o]
Don’t forget:

Your existing Computer/Internet Use Policy
Your existing Library Conduct Policy

These cover most of what you need for
wireless use by patrons.



Wireless Policy — Read More About It
S

e MaintainlT website — Louise’s blog:
http://maintainitproject.org/blog/136



Wireless Access Policy: Additional
Disclaimers and Warnings

e “The library cannot guarantee a secure connection at all times
and in all places...” (two tin cans and a string...)

e “Wireless networks are transmitted via radio waves, and are
therefore susceptible to ‘eavesdropping’. Patrons should be
aware of what they are transmitting over this open network.”

e “Asthe library’s Internet access is filtered, so is the wireless
access to the Internet.” (or whatever — be consistent!)

e “Patrons are responsible for their own equipment.”

e “All library policies concerning legal and acceptable use of
computers and the Internet, as well as library conduct policies,
apply to patrons using our wireless service.”



Any Final Questions?
-



Thank You For Your Time!
« /0007

| ouise Alcorn

emaill: louise.alcorn@wdm-ia.com
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